
The Freelancer’s Guide to 
Cybersecurity Podcast Episode 6: 
Are Your Consultants & Employees 
Broadcasting Your Company 
Secrets From Their Home Offices?  
Episode released 10/28/2020 

Transcript 

On today’s podcast, we address the question: Are your consultants and employees 
broadcasting your company secrets from their home offices? 

Are your contractors, consultants, and employees adequately protecting your sensitive 
information and intellectual property when they work from home? 

As we have reported before, smart home devices with speakers—for example, Siri, Alexa, 
Amazon Echo, Google Home, even Ring doorbells and baby monitors—are always on, always 
listening and, often, recording voices in the home and home office without the user’s 
knowledge. 

I am not the only one pointing this vulnerability out to home-office denizens. Law firm 
employees and workers with federal security clearance have been warned about the threat to 
security and privacy posed by these devices. They have been directed to disconnect them 
during their at-home workday to protect the sensitive information and data they work with.  

So, what about the supply chain for intellectual property projects, all of the teams with 
freelancers and consultants working off-site who handle sensitive data? Are these teams 
actively preventing these breaches? Given the liability outlined in the contracts I’ve seen in the 
pharma industry lately, you’d be a fool not to consider the threat these devices pose to the 
security of your clients’ data…and your financial and legal well-being as a 1099 worker signing 
those contracts. 

Bloomberg Cybersecurity reports that there are over 76 million smart speaker devices in the US 
alone, with an inadvertent activation rate of these devices averaging between 1.5 and 19 times 
per day. Meaning the likelihood of a careless consultant or employee working from home 
broadcasting your business’s sensitive data is relatively significant. 
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From the perspective of businesses large and small, if the people who work for your business 
choose to bug their own homes, that’s a choice they have made for themselves and their 
families—not their employers and clients and colleagues. You have a reasonable expectation 
that you are not being recorded by your employees’ smart home devices during virtual 
meetings and phone calls. Especially if your business works with sensitive or proprietary 
information, your employees and consultants likely have a legal responsibility to protect the 
information with which they are entrusted. But are they? 

From the perspective of the freelancer, consultant, or employee working from home, let’s just 
put it out there—keeping clients’ proprietary and sensitive data safe is just a basic, fundamental 
part of being professional, and business owners absolutely have the right to expect 
professionalism from employees and consultants, contractors, and freelancers. More to the 
point, if you are responsible for a breach of confidential data, you have some pretty hefty 
financial and legal liability for that breach. Is keeping your smart home devices plugged in and 
listening during the workday really worth getting sued and losing your professional reputation? 
I don’t think it is.  

So what should you do? The solution is elegant and simple: Unplug your smart home devices 
with microphones and cameras. And, if you are a business owner or team leader, when meeting 
with consultants, contractors, clients, freelancers, or colleagues virtually, it is absolutely 
appropriate to enquire at the beginning of the meeting if their smart devices with speakers are 
disabled. If your contractor or consultant or freelancer doesn’t seem to take your concerns 
seriously, you should take their tenure with your company under review. If they can’t unplug 
a device during a meeting in order to safeguard your firm’s sensitive information, in what other 
ways are they not taking seriously the protection of your proprietary information, which is likely 
under an NDA or CDA?  

You don’t have to be an accountant to realize that if you are a company that makes money 
from intellectual property, whether it’s pharmaceuticals or devices, legal counsel, or a tech 
innovation, your biggest asset is that intellectual property and its potential for 
commercialization…which is predicated upon confidentiality. Don’t let a hot mic marketed as a 
smart home device undermine your competitive advantage. 

Hey, it’s Kelly here. Just wanted to remind everybody that, if you find this podcast helpful, 
please subscribe on your favorite podcast app and share it with others. And if you really like it, 
please be sure to rate it and leave a review! This podcast is new, and any shares, comments, 
and ratings will help spread the word and support the podcast. Also, if you have any ideas 
about topics you’d like covered on the podcast, please leave a comment on our website, 
cyber.dukecityconsulting.com. 

Thanks! 
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